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ABSTRACT 

Network monitoring and analysis has taken primordial role to understand the functioning of the internet and 

prevent it from any future probable attacks. Many publications treated the topic of the security as an 

interesting research domain. Due to the importance and the different applications of wireless sensor networks, 

the research of finding security solutions is always up but their limited resources (energy consumption, CPU 

capacity, limited memory…) make the application of classical protocols of security like cryptography, almost 

impossible. Therefore, recently machine learning is a new field which gets the interest of the majority of 

researchers. The solutions for providing security services conveyable of in this type of network, are proposed. 

In this paper we focus in the monitoring of wireless sensor network using machine learning as an intrusion 

detection system. We address in particular to active attacks. Because of the limitation of machine learning 

and to provide a high protection against attack we proposed a hash cryptographic function in order to protect 

the authenticity of information. Our interesting contribution aims three important axes of security: 

confidentiality, integrity and authentication. 

 

KEYWORDS: Network monitoring, intrusion detection, wireless sensor network, machine learning; active 

attacks, hash cryptographic function. 

 

1. INTRODUCTION 

Wireless sensor network (WSN) is a technology destined for collecting information in order to monitor a 

specific area. Their facilities of deployment make them very attractive for many applications in various 

fields, such as military, fire and health monitoring. 
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Unfortunately, these sensors nodes have a limited resource: limited battery life, CPU and memory 

capacities. These limitations are the most challenges to implement the ordinary protocols as cryptography. 

As the algorithm’s complexity of security increase, the power consumption equally increases. This 

prompted the researches to look for an alternative and effective solution to secure the communication in 

this type of networks. 

 

Indeed, as the network grows, the task of the network administrator becomes difficult and the need to have 

a monitoring tool to monitor and alert becomes crucial. 

 

Network monitoring is the use of a system that constantly monitors a computer network for slow or failing 

components and that notifies the administrator in case of detecting anomalies. Before developing our 

intervention, an overview of sensor networks, their applications and their current challenges is 

summarized below. 

 

A sensor network typically consists of hundreds, or even thousands, of small, low-cost nodes distributed 

over a wide area. The nodes are expected to function in an unsupervised fashion even if new nodes are 

added, or old nodes disappear (e.g., due to power loss or accidental damage). 

 

 
 

Figure 1: wireless sensor network 
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A sensor node [12] uses its sensor(s) in order to measure the fluctuation of current conditions in its adjacent 

environment. These measurements are converted, via an ADC unit, into relative electric signals which are 

processed via the node’s processor. Via its transceiver, the node can wirelessly transmit the data produced 

by its processor to other nodes or/and to a selected sink point, referred to as a base station. 

 

Various applications of WSNs [12] are currently either already in mature use or still in infant stages of 

development. Generally, WSN applications are classified according to the nature of their use into eight 

main categories which namely are: military, healthcare, environment, 

agriculture, security, smart home, industrial, or urban applications. 

 

 
 

Figure 2: wireless sensor network applications 

 

Any procedure of security designed for a wireless sensor network must take in consideration the 

constraints and the limitations of this type of network. 

We can cite several restrictions [28] such as: 

• Low capability of computation, 

• Small memory, 

• Limited resources of energy  

• Unstable topology 
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Indeed, the limited power and signal loss during propagation impose fundamental constraints on the 

operational life time [27] and can cause difficulty in use of security and protection in WSNs 

 

The present study focuses on machine learning as a monitoring tool to detect especially active attacks and 

a hush cryptographic function to provide a high level of security. This paper was discussed under the 

following subheading: 

 

• Introduction 

• Attacks in WSN 

• Machine learning as intrusion detection system 

• Contribution and experiment 

• Limitations  

• Conclusion   

 

2. ATTACKS IN WIRELESS SENSOR NETWORK 

Generally, we can classify attacks according to many criteria such as: insider/outsider attacks and 

active/passive attacks: 

Outsider attack, is a malicious node harms the WSN without being part of it.  

 

Insider attack: is a malicious node harms the WSN as an element of the WSN 

Active attacks [14]: the unauthorized attacker monitors, listens to and modifies the data stream in the 

packet exchange within the network including routing attacks, eavesdropping and creation of a false 

stream etc. 

 

Passive attacker [14] act as a normal node and may do several functions like: collects information from 

the WSN and unauthorized attackers monitor and eavesdroppers from communication channel. 

 

Authors in [2,3,4,5,6,7,8,9] discussed in details different types of malicious attacks in WSN. 

 

Based on the figure below [24], there are different type of attacks implemented differently according to 

the layers, while Dos attack shares all layers. 
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Malicious attacks in WSN 

Physical layer Data link layer Network layer Transport layer Application 

layer 

Dos 

Jamming 

Eavesdropping 

Node replication 

Node tampering  

Dos 

Exhaustion 

Denial of sleep 

Dos 

Selective 

forwarding 

Eavesdropping 

Spoofing 

Wormhole  

sybil 

Dos 

Flooding 

Session 

hijacking 

Exhaustion 

Dos 

Repudiation 

Selective 

forwarding 

 

Table 1: malicious attacks in WSN 

 

According to many researches, DoS attacks is the most dangerous threats that menace the security in a 

wireless sensor network. 

 

Dos attack seeks to shut down a system or a network and making it applies to any layer. It works by 

flooding the sensor node with traffic or providing information that causes the node to fail. Generally, in 

any network, for it will be called secure, each protocol of security must respect the three axes defined by: 

confidentiality, integrity, and authentication. 

 

• Confidentiality [25]: some field of WSN like (healthcare or military) make sensors transmits critical 

information. The need of protecting data from attacks is guaranteed with confidentiality by hiding packet 

with encryption using a secret key known only between sender and receiver. 

• Integrity [25]: data forwarded from a node should arrive at its exact destination without any small 

change in the transmitted data 

• Authentication [25]: refers that authorized node must be able to access to data when needed. 

Since the appearance of WSN and their various applications in many fields, many researches try to find 

an optimal way to secure the communication between nodes and secure data. The current procedure of 

defenses [15] are: key management, routing security, data aggregation security, and radio channel access 

security, monitoring and traffic analysing. 

 

3. MACHINE LEARNING AS INTRUSION DETECTION SYSTEM: 

Recently machine learning technology gets the interest of many researches in several field of applications. 

[24] It provides an excellent result against all types of malicious activity. Machine learning algorithms 

works under the order of a datasets already predefined. It allows to analyse the traffic of a network 

according of nodes behaviours and classify it as Normal or Attack in order to prevent any possible future 

attack. 
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The table below provide a summary of literature. 

 

 

References 

 

Type of attack 

Learning model Machine 

learning 

algorithm 

 

Accuracy 

(%¨) 

 

[16] a. Selective 

forwarding 

b. Black hole 

supervised SVM 80≤ x≤100 

[17] a. Wormhole 

b. Blackhole 

c. Selective 

forwarding 

 

supervised SVM 80≤ x≤100 

[18] a. Black hole 

 

supervised Markov model 94≤ x≤96 

[19] a. Black hole 

 

Supervised 

/unsupervised 

K-means 99 

[20] a. Flooding 

 

 

Reinforcement 

learning 

Fuzzy Q logic 83≤ x≤96 

[21] a. Flooding 

 

supervised Decision tree 83≤ x≤96 

[22] a. Hello 

flood 

b. sinkhole 

c. sybil 

 

supervised Naïve Bayes 98≤ x≤99 

 

Table 2: summary of the literature 

 

To evaluate the performance of machine learning in detecting attacks, all studies already cited use the 

notion of accuracy [26] defined with the parameters “TP, TN, FP, FN” (see the table of symbols below) 

by the following relation: 

Accuracy= (TP+TN) / (TP+TN+ FP+ FN) 
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TP True-Positive Number of instances correctly 

classified as an attack 

TN True-Negative Number of samples correctly 

classified as normal 

FP False-Positive Misclassification of normal 

samples as attack samples 

FN False- Negative Misclassification of attacks as 

normal samples 

 

Table 3: list of symbols 

 

Even if the accuracy is high, in some critical applications such as healthcare or military this accuracy must 

be close to perfect. These limitations conduct us to search other tool to perform the security. 

 

4. CONTRIBUTION AND EXPERIMENT: 

4.1 -Preparation of the platform 

Our contribution aims to provide the three important axes for a secure communication: confidentiality, 

integrity and availability. 

The scenario proposed is designed to use simultaneously two approaches for allowing a high level of 

security against attacks: machine learning for analysing traffic in real time and classifying the traffic under 

two categories: ATTACK and NORMAL. And a cryptographic hush function for securing channel 

communication. 

 

First of all, python simulation environment is loaded on the operation system.  

After the successful installation of python platform, we are started by creating our network with 200 nodes. 

We assume that the base station is secured and has a sufficient storage and computational. 

 

4.2 -Experiment:  

Network traffic routing was carried out with AODV protocol based in sel-synchronization and does not 

require a fixed infrastructure. Datasets [26] used consists of 16 features sizes and 312106 rows. It’s main 

goal is to detect DoS attacks in a wireless sensor networks by analysing the traffic with 4 different machine 

learning [24] (Random Forest, Decision Tree, Naïve Bayes and Logistic Regression) and 8 different deep 

learning models [24] (Multilayer Perception “MLP”, Convolutional Neural Network “CNN”, long short-

term memory “LSTM”, Gated Recurrent Unit “GRU”, CNN –LSTM, LSTM- CNN, CNN –GRU and 

GRU –CNN). 

 

This dataset was loaded from the URL: 
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https://www.kaggle.com/code/prakadesh/intrusion-detection-system-with-ml-dl-563807#Exploring-the-

dataset . 

 

 

 

Figure 3: view of a part of traffic analyzing [26] 

 

To provide a high protection against active attacks and secure data a light cryptographic method is 

proposed using a hush cryptographic function [23] which provides a several advantages for a secure 

communication. A cryptographic hashing function makes possible to generate different values called 

digital signature for each communication attempt. This digital signature has a fixed and reduced size which 

does not waste memory storage.  

 

The hush cryptographic function also stands out for its speed of execution, which makes it very useful for 

security in real-time applications. 

 

The hash cryptographic function [23] is executed under the following algorithm: 

• The node sender calculates a hash value from their message  

• Encrypts it with their own key (the digital signature). 

• Sent the message to the node recipient with the hash value encrypted. 

• The node recipient generates a hash value from the received message using the same hash function.  

• Furthermore, it decrypts the received hash value with the official key  

• Compares the two values. 
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• If the two values matches, the node recipient can assume that the message was not manipulated 

during transmission. 

 

There many proposals hush functions authors in [29] are make a comparative study between MD5 and the 

family of SHA used in wireless sensor network. They analyzed these hush functions in terms of execution 

time, message size and energy consumption.  

 

According to the study did by authors [29], they demonstrated that SHA-224 is the best hush cryptographic 

function for implementing authentication in a wireless sensor network (See the table below) 

 

Hush function Output message size (byte) Execution time 

(second) 

MD-5 128 --- 

SHA-1 160 0,1355 

SHA-224 224 0,1263 

 

Table: hush functions comparison 

 

• As compared with the previous works, this approach propose a scheme for allowing a high potential of 

security. It doesn’t only detect the attacks predefined in the dataset used but can also detect any other 

tentative attacks thanks to the hash cryptographic function used 

 

5.  LIMITATIONS: 

Despite the good results obtained, there is always some limitations [28, 30] which stood like an obstacle 

and make us thinking for searching and improving our proposition. This limitations duo on the one hand, 

to the specificity of the network and the constraints already cited and on the other hand to the protocol of 

security used. 

 

The most considerable limitations of machine learning can be summarized as follow: 

• The huge amount of data used to learn and predict, which need too much calculation and contradicts 

with the specification of the network used 

• The deviation and unreliable results obtained duo to the false patterns learned, if the data used contains: 

more/small data or isn’t clean and contains noise 
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6.  CONCLUSION: 

A great deal of research has addressed security in WSN due to the importance that has in several area and 

applications but the specification of this type of networks like the limited resources (limited energy, CPU 

capacity, limited memory, unstable topology…) make some challenges to use the classical protocols of 

security despite of the performance and the efficiency that provides.  

 

Despite the efficiency of this proposed solution, there is always some challenges that conduct us to search 

and find other solutions. 

 

Recently Machine learning offers several services in network security to detect vulnerabilities or malicious 

attacks regardless of some limitations already cited.  

 

So, we always search to reinforce this approach taking into account the relationship between the operation 

time and the amount of energy consumption. 
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